CYBERSECURITY GUIDE

Essential Eight

What every business owner needs to know before it's too late.
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The threat is closer than you think

| want to be straight with you. Cyber attacks are not something that happen to big
companies in the news. They are happening every day to businesses just like yours, and
most of them don't see it coming until it's too late.

The reason smaller businesses get hit so often isn't bad luck. It's because attackers know
that smaller operations rarely have the right protections in place. They're not cracking
sophisticated systems. They're walking through unlocked doors.

1in 5 $46k+ 60%

of small businesses
don't reopen after a
major breach

small businesses hit by average cost of a single
a cyber attack last year cyber incident

These aren't numbers from a worst-case scenario report. This is what the Australian
Signals Directorate, our national cyber intelligence agency, is seeing right now.

Over 1,100 significant cyber incidents were reported to
the ASD last year alone.
That figure only counts the ones reported. The real number is far higher.

Ransomware locks your files and demands payment to restore them. Phishing tricks
your staff into handing over passwords or transferring money. Business email fraud
impersonates your suppliers and redirects your payments. These are not sophisticated
spy-movie attacks. They are blunt, automated, and they work.

The good news is that most of these attacks can be stopped with the right foundations
in place. That's what the Essential Eight is about.
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So what is the Essential Eight?

The Essential Eight is a framework developed by the Australian Signals Directorate. It's
eight specific security controls that, when properly in place, stop the overwhelming
majority of cyberattacks that businesses face.

“Implementing the Essential Eight mitigates the vast
majority of cybersecurity incidents.”

It started as a government requirement, but it's moved well into the private sector.
Insurers are using it to set premiums and assess claims. Larger businesses are asking
their suppliers to meet it. And businesses that get on top of it early are finding it opens
doors that were previously closed to them.

The framework uses a maturity model, which is really just a way of measuring how well
each control is implemented. Level O means nothing is in place. Level 3 means it's fully
locked down. For most businesses, getting to Level 2 is the goal, and it's enough to
protect you from the vast majority of threats out there.

What it means Who it’s right for

(0] No controls. You're exposed. No one should stay here.

1 Basic steps in place. A start. Good for getting moving.

2 Solid across the board. Stops most The target for most
attacks. businesses.

3 Fully locked down. Maximum High-risk sectors,

protection. government.
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The eight controls, in plain English

Here's what each control actually does. No jargon, just what it means for your business.

01

Application Control

Only approved software can run on
your systems. Ransomware and
malicious tools can't install
themselves if they're not on the
approved list.

03

Macro Settings

Macros are mini programs hidden
inside Word and Excel files.
Criminals use them to deliver
malware. Turning them off removes
one of the most common entry
points.

05

Restrict Admin Access

Not everyone needs full access to
everything. Limiting who has
administrator access means a
compromised account can only do
limited damage.

07

Multi-Factor
Authentication

A password on its own isn't enough
anymore. MFA adds a second step,
like a code to your phone, so a
stolen password alone can't get an
attacker in.

02

Patch Applications

Software companies release updates
to fix known security gaps. If you
don't apply them, attackers use
those gaps to get in. Simple and
incredibly effective.

04

Browser Hardening

Browsers have features that
attackers exploit. Hardening means
switching off the risky ones so your
team can work safely without the
exposure.

(0]

Patch Operating Systems

Same idea as patching apps, but for
Windows or macOS itself. Outdated
operating systems are an open
invitation. Staying current closes that
door.

08
Regular Backups

If everything else fails, a clean
backup means you can recover
without paying a ransom or losing
months of work. But only if it's
recent, tested, and stored properly.
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What a breach actually costs you

Let me put a number on it. The average cost of a cyber incident for an Australian small
business is over $46,000. That's not just the ransom if one is demanded. That's lost
revenue while your systems are down, the cost of recovery, potential legal exposure,
client notifications, and the reputational damage that follows.

60% of small businesses that suffer a major breach don’t
reopen.

Not because they couldn't recover technically. Because they couldn’t recover
commercially.

The domino effect nobody talks about

When a business gets hit, the damage doesn’t stop at the IT bill. Here's what actually
happens:

* Your systems go offline. Your team can’t work. Your clients can’t reach you.

« Customer data is exposed. You have mandatory reporting obligations under
Australian privacy law.

+ Word gets out. In professional circles, it travels fast.

« Your insurer investigates whether you had adequate controls in place before they
Pay.

+  Key clients start asking questions. Some quietly move on.

* You spend weeks in recovery mode instead of running your business.

A word on cyber insurance

If you're relying on your cyber insurance policy as a safety net, make sure you've read the
fine print recently. Insurers have tightened their requirements significantly. Many
policies now specifically require that businesses have implemented controls like the
Essential Eight. If you can't demonstrate that, your claim may not be paid.

“The cost of getting this right is a fraction of the cost
of getting it wrong.”

The question isn't whether you can afford to fix this. It's whether you can
afford not to.
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How it helps you win new business

Here's the part most people don't think about. Getting your cybersecurity right isn't just
defensive. It's a genuine commercial advantage.

Bigger clients are starting to ask

Enterprise organisations, government agencies, and serious private businesses are
increasingly vetting their suppliers and service providers on cybersecurity before they
sign anything. The Essential Eight comes up by name in tender documents, supplier
agreements, and procurement checklists more and more each year.

If you can demonstrate you meet the standard, you're in. If you can't, you may not even
get to the conversation. That's business being left on the table because of something
that is entirely fixable.

It changes how clients feel about working with you

Being able to tell a client that your systems are secured to the Australian Government'’s
recommended standard is a powerful thing to say. It tells them you take your
obligations seriously. It gives them confidence that their data is safe with you. And it
differentiates you from competitors who haven't made that investment.

Most of your competitors haven’t done this yet

Right now, this is still a differentiator. Businesses that get ahead of it are finding it builds
credibility, reduces friction in sales conversations, and helps them win contracts they
might previously have lost. That window won't stay open forever, and being ahead of it
will be worth more than just being compliant.

What it opens up Why it matters

Government and enterprise Many now require Essential Eight

tenders compliance from suppliers

Stronger insurance terms Demonstrable controls reduce your risk
profile and your premiums

Client confidence Clients choose partners they trust with
their data

Faster sales cycles Security questions get answered before

they're even asked

Staff attraction Professionals want to work for businesses
that are well run
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What working with Acrotec looks like

Understanding the Essential Eight and actually having it working properly in your
business are two different things. We work with Australian businesses every day to
bridge that gap.

We don't come in and hit you with a list of problems and a quote. We start by
understanding your business, where you are now, and what getting this right actually
needs to look like for your team. Then we build a plan that's practical, affordable, and
actually gets done.

-I We start with an honest assessment

Before anything else, we look at where you actually are. We map your
current setup against the Essential Eight maturity model and give you
a plain-English picture of what's in good shape and what needs work.
No fluff, no scare tactics.

2 We build a roadmap that fits your business

Not everything has to happen at once. We put together a prioritised
plan based on your risk profile and your budget. You'll know exactly
what we're doing, when, and why.

3 We do the heavy lifting

Our team handles the technical work. Configuring systems, managing
patches, setting up multi-factor authentication, securing your backups.
You don’t need to become an IT expert. That's what we're here for.

4 We keep watching once it's done

Cybersecurity isn't a one-time project. Threats change, software
changes, and businesses change. We provide ongoing managed
support and 24/7 monitoring so your protections stay current without
you having to think about it.

5 We help you show it off

We document what's in place so you can demonstrate compliance to
clients, insurers, and anyone asking in a tender process. That
documentation is what turns your security investment into a
commercial asset.



Why businesses choose us

+ We're an Australian business. We understand the local threat landscape and your
obligations.

 We work with businesses of all sizes and we speak your language, not ours.

+ We're proactive. We're not waiting for something to go wrong before we do
anything.
* We align what we do with where your business is going, not just where it is today.

+ We're invested in your success. If you grow, we grow.
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Your next step

Cybersecurity doesn’t need to be complicated. With the right help and a clear plan, you
can protect what you've built, meet the expectations that are coming your way, and use
your security posture to open doors that are currently closed to you.

The Essential Eight gives you the framework. We help you make it real.

Contact Acrotec to hear more:

Email: sales@acrotec.com.au

@®crotec o L

Phone: 02 8060 3137
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